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when data sharing becomes more 
appealing and less something that is 
rejected or refused out of hand.

Returning to the 
‘rejectors’

The value of explaining the benefits 
of handing over personal details is 
most obvious when we return to our 
‘rejectors’, when we asked them if 

they were happy to provide details to 
government departments if it means 
they provide a better service, 49% of 
‘rejectors’ become ‘acceptors’, agreeing 
‘yes’, with an 80% agreement rate among 
our existing ‘acceptors’ (Figure 7).

It appears that the British public does 
not reject data sharing out of principle or 
because it fundamentally opposes changes 
to how personal information is collected; 
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Is government trusted more or less?

Research from Henley Centre HeadlightVision’s Planning for Consumer Change 2007 
revealed that government is trusted more than the private sector when it comes to the 
storing of personal information (Figure 8). 

Yet the advantages of handing over personal information to the private sector are 
considered more obvious and credible (Figure 9).
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it simply does not have enough background 
about what data sharing might look like 
in everyday life, and the uses to which 
it might be put. When benefits are ‘put 
on the table’ and the purposes behind 
data sharing are clearer, people – such as 
the ‘rejectors’ – reconsider their initial 
opposition and we see more support.

Familiarity and tangible 
benefits are important

Finally, we provided survey respondents 
with specific scenarios, asking them 
would you be happy to share your 
information with the following?

Support for data sharing appears higher 
than we’ve seen yet, particularly in the 
case of providing emergency medical 
care. It is at this point of people’s 
interface with the public services that 
handing over personal information is 

not considered a problem. It might not 
even be considered ‘data sharing’ per 
se, but rather a welcome application of 
technology.

It is therefore crucial that when engaging 
with the public about data sharing that 
government link it to plausible, familiar 

events in people’s lives and explain 
the scenarios in which it would be to 
individuals’ advantage to provide their 
personal information. 

Clear and tangible communication is 
particularly important in the case of 
lower social grades, where support 
for data sharing – and, related to this, 
awareness and engagement with service 
transformation – remains lowest in 
the UK. A personal touch will change 
perceptions of data protection and risk. 

A. Medical staff across the country having access to your GP medical 
records. This would mean that your history would be available to 
services when you need medical care outside your local area.   
91% agree

B. The police and emergency services having access to your medical 
records. This would mean that your records could be accessed by 
services in the event of an emergency.  89% agree

C. The Government Department for Work and Pensions having access 
to your medical records. This would mean that the Department could 
verify your eligibility for disability benefits.  80% agree

D. The DVLA (Driver and Vehicle Licensing Agency) having access to 
your medical records. This would mean that DVLA could assess your 
fitness to drive.  72% agree
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Even ‘acceptors’ are 
cautious in some areas

The battle has not been completely 
won, and promises of better service will 
not be enough to convince the British 
public that it is worth handing over 
personal information in all areas. There 
is a variation in the level of acceptance 
of data sharing depending on the kind 
of data being requested, and the sector 
doing the requesting. We asked our 
respondents which information is the 
most sensitive and which, it is felt, 
needs to be kept unconnected from 
databases in other areas of government 
(Figure 10).

Even ‘acceptors’ are not happy to have 
public services share bank account, 
savings and pensions details with other 
public services. ‘Acceptors’ are also 

reticent about the sharing of medical 
records (proving again the significance 
of demonstrating benefits through 
tangible scenarios), but reveal high 
levels of acceptance around things like 
contact details, national insurance 
numbers, criminal records, educational 
qualifications and birth dates.
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At first sight, citizens do REALLY mind
I don’t mind what information government departments hold on me
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When asked more specifically 
If it meant you didn't have to provide the same details to different
parts of government more than once, would you be happy for some 
of the information you provide to a public service to be available to 
other public services? 
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Data protection concerns
I am concerned about how the personal information about me that is 
held on government databases is stored and used 
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Reactions to data sharing between services
How do you feel generally about the idea of public services sharing 
personal information that you provide with other public services? 
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Greater willingness when benefits are offered
I am happy to provide details to government departments if it 
means they provide a better service
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Presence of children makes a difference
I am happy to provide details to government departments if it 
means they provide a better service
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More ‘rejectors’ are convinced
I am happy to provide details to government departments if it 
means they provide a better service
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The private sector is trusted less
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But the ‘trade off’ is seen as more credible
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Beware: even ‘Acceptors’ are still cautious 
in some areas  

If it meant you didn’t have to provide this information to different 
parts of government more than once, which of the following types
of information would you be happy for public services to share with 
other public services?
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Clearly communicate 
benefits with obvious service 
transformation scenarios

If government wants citizens to share 
data then it needs to convince them 
that it will result in a better service. 
To reassure and bring the public along, 
it must provide specific, practical 
illustrations of how data sharing can 
improve people’s lives.

Explain exactly what data is 
being shared, why it is being 
shared, and with whom its 
being shared.

Technology-enabled service 
transformation needs to focus as much 
on individual concerns and anxieties as 
it does on the potentials for embedding 
efficiencies across government. When 
requesting personal information from 
individuals, be clear about how that 
information will be used, where it might 
travel and the purposes behind any data 
sharing that might take place.

Understand your cultural 
context

Case studies of service transformation 
from other parts of the world offer useful 
comparison, and often inspiration, for 
the work going on in the UK. However, 
it is important that when looking 
overseas, service providers continue 
to gather insight about how the British 
public might respond to new initiatives. 
For example, in some countries, such 
as Austria, Finland and Malaysia, bank 
details are sometimes used by public 
sector organisations to confirm people’s 

identities, and banking functions are 
being linked within the public sector7. 
Yet the IIPS research we present above 
demonstrates that the linking of private 
financial information to public sector 
databases might not be well received in 
the UK. What is perceived as convenient 
and innovative in some places might 
be considered risky or inappropriate in 
others.

Separate out services from 
politics

Frame the exchange of data for benefits 
as one with public services, rather than 
government. Subtle shifts in language 
mean a lot: People are more comfortable 
with the concept of public services, 
with which they interact on a regular 
basis and often trust, in contrast to 
government, which is more abstract, 
distant and impersonal.

Deliver the benefits

Keep your promises: If you are a service 
provider and you have told the public 
that there is a benefit to wider data 
sharing, ensure that it is technologically 
possible to do so and that you can 
deliver the full potential of service 
transformation.

What this means for service 
providers
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Susan Fox

Director of Communications and External 
Relations, Information Commissioner’s 
Office

What is the ICO?

The Information Commissioner’s Office 
is a non-departmental public body, set 
up to protect personal information and 
promote access to official information. 
Data protection and privacy are hot 
topical issues, especially when privacy 
and official openness clash (as happened 
recently over MPs’ expenses).

Do people care about 
their privacy?

People do value their privacy and they 
are increasingly aware of their data 
protection rights. Our annual market 
research (conducted last summer) 
showed that:

90% of people are aware of the right 
to see information held about them 
(compared to 74% in 2004)

92% of people say they are very or 
fairly concerned about the protection 
of their personal details (after 
preventing crime and before the NHS)

60% say they feel they’ve lost of 
control over the way information is 
handled (going up) yet 50% still feel 
their details are handled in a fair and 
proper way (also going up)

Top concerns are about passing details 
to other organisations and security.

(You can see our research here http://
www.ico.gov.uk/about_us/research/
annual_track.aspx) 

What do people feel 
about data collecting and 
sharing?

The ICO commissioned qualitative 
research to gain a better understanding 
of people’s views on data collection and 
sharing. You can see it here: http://
www.ico.gov.uk/upload/documents/
library/corporate/research_and_reports/
surveillance_society_executive_summary_
final.pdf 

The research involved 12 discussion 
groups, with over 70 people, who 
discussed situations where data was 
shared, or might be shared in the future. 

Overall, we found that people were 
pretty accepting. Information collecting 
and sharing was seen as a necessary part 
of modern life. There was a clear idea of 
trade-off, and an expectation of getting 
something for your information – such 
as better service, goods, free items 
or increased security. Three groups of 
people emerged: 

Acceptors:  the largest group, acceptors 
are interested in their own lives, 
enjoyment, getting on with things and 
going with the flow, but show underlying 
doubts about data sharing and what 
happens to their personal information.

Authoritarians: a smaller group, they 
show a top down approach, and are 
pragmatic and delegating; they respect 
the rule of law and safe frameworks.

Notes Response
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Libertarians: the smallest group, 
libertarians are concerned about the 
drift towards state control; they are 
self-determined, outward thinking, with 
strong social concerns and principles.

Underlying concerns

Despite the initial acceptance of wide-
scale data collection and sharing, there 
were underlying worries. People are 
constantly balancing interests with 
concerns. There is an overall sense of 
coping with it, a feeling that they can’t 
do anything about it anyway, and a 
constant juggling and struggling to align 
it with their values. The main tensions 
were: 

n Looking after us v looking at us: 
people have a touching faith in the 
protection of the law, government and 
democracy. They tend not to worry 
about surveillance (they see it as 
preventing crime). However, people 
only feel it’s acceptable if it’s used 
to look at others (e.g. CCTV filming 
teenagers hanging around in a local 
shopping centre), and not when it’s 
looking at them (e.g. if they’re filmed 
by speed cameras).

n Security v liberty: surveillance is seen 
as necessary, as protecting liberty 
rather than intruding into it. However, 
there is a lot of discomfort around 
tracking children – that’s seen as 
restricting liberty.

n Surveillance v id fraud: people are not 
very concerned about “surveillance” 
(because in general it’s not felt to 
affect them). However, they are 
concerned if the data collected is 
then used for id fraud, because money 

matters.

n Data collection v data use: people are 
happy to give personal information: 
it’s seen as a necessary part of 
modern life, and you get something in 
exchange for it, such as money off, or 
a quicker service. However, the worry 
comes later about how it’s used, or 
could be used. A lot of discomfort was 
expressed about predictive profiling 
and social engineering. It’s seen as 
acceptable to get loyalty points and 
the benefits they bring, but not if the 
information is then used to track your 
cake consumption and suggest you go 
on a diet: that’s seen as an intrusion 
into privacy. 

n Getting v losing: people are happy to 
get something in exchange for their 
data, but they’re not happy when it 
leads to loss of time, money or privacy 
– for example, spam and junk mail 
were viewed as big annoyances and 
time wasters.

n Contained v shared: people are 
generally happy for data to stay with 
one organisation, but are concerned 
when it’s shared. They expressed a 
fear of the “master file” and the “data 
lock nightmare”, where errors are 
perpetuated and you’re trapped in a 
cycle of data you’ve given. There is a 
desire to have an element of control 
over their own personal information.

n Government v commerce: while 
people generally showed faith in 
government information handling, 
they were not happy when government 
and commercial interests merged, 
for example the sale of the electoral 
register. 
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No-go zones

There were some clear discomfort zones: 

n Money

n Health

n Children 

Any organisation handling this data needs 
to be very aware of how sensitive people 
feel it is. Media stories about personal 
information and money, medical records 
or children will strike a chord with the 
public, and may give rise to a change 
in views, behaviour or attitudes. If the 
public sector wants to be successful in 
data sharing, these are the areas where 
they need to win trust. 

Consumer behaviour in  
the future

While we’re unlikely to see a mass strike, 
with consumers refusing to hand over 
personal information, it’s possible we 
will see increased customer demand 
that personal information is looked after 
properly. Where there’s a choice, people 
may switch to companies that are known 
to protect personal information well. 
Consumers may start opting out of giving 
unnecessary personal information, and 
start demanding that selective opting-in 
should be the norm. We may see more 
active checking of privacy policies and 
quizzing of organisations over their 
security arrangements. 

Finally

Data sharing is not wrong – it brings 
benefits, but also risks. The answer is 
simple: do it right, build trust, and build 
privacy into the design of your systems. 
Read our data sharing code of practice 
here: http://www.ico.gov.uk/upload/
documents/library/data_protection/
detailed_specialist_guides/pinfo-
framework.pdf Go back to basics: the 
Data Protection Act may have been 
written before we could carry computers 
in our pockets, but the principles about 
fairness, accuracy and security still hold 
good.
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